
72Approved 6/6/06, revised 10/12, 7/14,
1/7/19

XI. Privacy and Confidentiality

A. Authorization forms

1). Protected Health Information (PHI)

(1) Names;
(2) Treating physician;
(3) Address information smaller than a state, including street address, city, 

county, zip code, except for the initial three digits of a zip code if, 
according to the current publicly available data from the Bureau of the 
Census: The geographic unit formed by combining all zip codes with the 
same three initial digits contains more than 20,000 people, and the initial 
three digits of a zip code for all such geographic units containing 20,000 
or fewer people is changed to 000; 

(4) All elements of dates (except year), including birth date, admission date, 
discharge date, date of death; and all ages over 89 and all elements of 
dates (including year) indicative of such age except that such ages and 
elements may be aggregated into a single category of age 90 or older; 

(5) Telephone and fax numbers;
(6) Electronic mail addresses;
(7) Social security numbers;
(8) Medical record numbers;
(9) Health plan beneficiary identifiers;
(10) Account numbers;
(11) Certificate/license numbers;
(12) Vehicle identifiers and serial numbers, including license plate numbers;
(13) Device identifiers and serial numbers;
(14) Web universal resource locators (URL);
(15) Internet protocol (IP) address numbers;
(16) Biometric identifiers, including finger and voice prints;
(17) Full face photographic images; AND
Any other number, characteristic or code that could be used to identify the individual

2). Elements of an authorization form

In addition to securing informed consent, researchers are required to 
obtain a separate authorization from subjects for the release of PHI.

Authorization can be accomplished either by having the subject sign a 
completed Authorization to Release Health Information from Woman’s 
Hospital form or a separate authorization that contains the following elements:

 A description of the PHI to be used or disclosed;

 Person or class of persons who make the requested use or disclosure;

 Person or class of persons to whom the hospital may make the requested 
use or disclosure;
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 Purposes of the use or disclosure;

 The possibility of re-disclosure;

 Expiration date, which may be the end of the research study or none 
(unless for the release of genetic test results, which may be for no more 
than 60 days);

 Right to revoke the authorization and description of how the individual 
may revoke the authorization; 

 The ability or inability to condition treatment, payment, etc. on the 
authorization; AND

 Signature of the individual and date.  If the authorization is signed by a 
personal representative of the individual, a description of such 
representative’s authority to act for the individual must be provided.

The IRB must approve all authorization forms. Once the authorization form 
has been approved by the IRB, the investigator must use that version of the 
form. An IRB approval stamp will be affixed to the approved version. The 
IRB must approve any proposed changes to the authorization form prior to 
implementation.  

3). Waiver of authorization

In some circumstances, authorizations for the use or disclosure of PHI may be 
waived by the IRB Chair or IRB, provided: 

1. The principal investigator has requested a waiver of authorization;
2. All of the following criteria are satisfied and documented:

a). The use or disclosure of PHI involves no more than a minimal risk to 
the privacy of individuals, based on the presence of at least the following 
elements:

1). An adequate plan to protect the identifiers from improper use 
and disclosure;
2). An adequate plan to destroy the identifiers at the earliest 
opportunity consistent with the conduct of the research, unless 
there is a health or research justification for retaining the identifiers
or such retention is otherwise required by law; AND
3). Adequate written assurances that the PHI will not be reused or 
disclosed to any other person or entity, except as required by law, 
for authorized oversight of the research study, or for other research
for which the use or disclosure of protected information would be 
permitted;

b). The research could not practicably be conducted without the waiver or 
alteration; AND
c). The research could not practicably be conducted without access to and 
use of the protected health information.
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3. The IRB shall maintain the following documentation of approval of an 
alteration or waiver of authorization as follows:

a. A statement identifying the IRB and the date on which the 
alteration or waiver of authorization was approved.

b. A statement the IRB determined that the alteration or waiver 
satisfies the criteria for waiver listed above.

c. A brief description of the PHI for which use or access has been 
determined to be necessary by the IRB 

d. A statement that the alteration or waiver of authorization has 
been reviewed an approved under either normal or expedited 
review procedures; AND

e. The documentation is signed by the IRB Chair.

NOTE:  Uses or disclosures of PHI made pursuant to a waiver are subject 
to the minimum necessary rule. When using or disclosing PHI, a covered 
entity must make reasonable efforts to limit PHI to the minimum 
necessary to accomplish the intended purpose of the use or disclosure. 

4). If a waiver of authorization is approved, a form detailing the accounting of the 
disclosures of PHI should be submitted to Health Information Management. The form
may be requested from the research department or found on the Woman’s Hospital 
Intranet under IRB Policies and Procedures. [7/2014]




